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Abstract
Concerns about the accuracy and reliability of forensic methods and techniques, both in general and when 
applied in specific cases, permeate current debates about how to think about forensic science and its use in 
legal proceedings, regardless of whether applications involve humans, machines or a combination of the 
two. While accuracy and reliability are relevant topics of inquiry when considering the admissibility of special
ized (‘expert’) witness opinion testimony, especially when it is machine-based, they raise the intricate ques
tion of what exactly one is entitled to infer from testimony that has been deemed reliable enough to be 
admissible. This article systematically examines the conceptual aspects of this problem using an analytical 
approach and formal methods from systems engineering and probabilistic epistemology. Based on the 
notions of exogenously and endogenously defined reliability, as well as the concepts of feature selectivity 
and examiner diagnosticity, the analyses presented here explain that what is generally referred to as the reli
ability of an information source, i.e. accuracy in the aggregate case, is conceptually different from the accu
racy of an individual report produced in the instant case. In the account given here, the former can be seen 
as an empirical matter, whereas the latter is defined deductively and depends on more than data from 
empirical testing. This finding is relevant in that it shows that the widespread calls for more empirical testing 
(e.g. through black-box studies), while necessary, are not sufficient to resolve assessments of the accuracy 
of individual reports. The hope that (more) empirical testing alone will solve the reliability/accuracy problem 
in forensic science is therefore unwarranted in the light of the account given here. This article concludes 
that the subtle properties of individual report accuracy limit our practical ability to know, let alone control, the 
extent to which accuracy can be taken for granted in actual cases.
Keywords: accuracy; accuracy fallacy; black box studies; empirical testing; feature selectivity; probabilistic 
epistemology; scientific evidence; reliability; validity. 

1. Introduction
Not least since the publication of the report of the President’s Council of Advisors on Science 
and Technology (PCAST 2016), the concepts of reliability, validity, and accuracy have come to 
the forefront of the attention of evidence commentators, academics, legal practitioners, and fo
rensic scientists. Broadly speaking, these terms revolve around the question of whether forensic 
examiners are capable of doing what they claim to be able to do. The inconvenient fact is that 
over the past few decades a steady stream of publications has called into question the trustwor
thiness of many forensic science disciplines (e.g. Risinger et al., 1989; Saks and Koehler 2005; 
Fabricant 2022), leaving virtually no forensic discipline free from serious doubt. The baseline 
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demand in these critiques is that forensic scientists should be able to provide information about 
the rate at which they make errors (Koehler 2008). In response to these challenges, researchers 
in several forensic disciplines, particularly those involving feature comparison, have begun to 
conduct empirical studies of examiner performance. Hicklin et al. (2022a,b) reported examples 
in the fields of handwriting and footwear mark examination. In these so-called black-box stud
ies, ‘many examiners render decisions about many independent tests (typically, involving 
‘questioned’ samples and one or more ‘known’ samples) and the error rates are determined’ 
(PCAST 2016: 5, 6). Despite these initiatives to strengthen forensic science, critical observers 
continue to expose what they perceive as notoriously flawed disciplines, such as firearms exami
nation (Faigman et al., 2022; Cuellar et al., 2024).

The above concerns about the performance of forensic science methods and the examiners 
who use them stem from the role that reliability plays in the legal rules of certain jurisdictions 
governing the admissibility of specialized witness opinion evidence.1 A prime example in US law 
is Federal Rule of Evidence (FRE) 702, widely known for its in-depth interpretation by the US 
Supreme Court in the Daubert decision.2 The Rule mentions the notion of reliability twice. 
Specifically, FRE 702(c) requires that the testimony of a witness qualified as an expert be ‘the 
product of reliable principles and methods’ and FRE 702(d) requires that ‘the expert’s opinion 
reflects a reliable application of the principles and methods to the facts of the case’. The impor
tance of FRE 702 is emphasized by the fact that in June 2022, the Judicial Conference 
Committee on Rules of Practice and Procedure (Standing Committee) approved amendments, ef
fective from 1 December 2023, intended to mitigate the misapplication of the rule.3

English law, as a contrasting example, is more pragmatic, as there is no primary legislation di
rectly comparable to FRE 702. Instead, England and Wales relies on what Roberts (2018: 53) 
calls ‘hardworking soft law’, such as the Criminal Procedure Rules (CPR) and Practice 
Directions.4 These rules also invoke and rely on the notion of reliability. For example, CPR 19.4 
states that the expert’s report must ‘include such information as the court may need to decide 
whether the expert’s opinion is sufficiently reliable to be admissible as evidence’. In turn, Section 
7.1.1 of The Criminal Practice Directions 2023 states that ‘[e]xpert opinion evidence is admissi
ble in criminal proceedings if ( … ) the expert opinion is sufficiently reliable’, while Section 7.1.2 
lists ‘[f]actors which the court may take into account in determining the reliability of expert 
opinion, and especially of expert scientific opinion’. The purpose here is not to provide a com
prehensive review of regulatory and procedural frameworks. However, the examples are suffi
cient to illustrate the common underlying purpose of ensuring that a party seeking to introduce 
particular expert testimony can demonstrate that it is, in some sense, reliable.5

While these concerns rightly dominate much of the current debate about expert evidence and 
its admissibility, the notion of reliability as conveyed raises the deeper question of what exactly 
one is logically entitled to infer from testimony that has been deemed reliable enough to be ad
missible. After all, concerns about reliability are rooted in concerns about the accuracy of fact- 
finding. The key question, then, is how assessments of reliability, and in particular degrees of re
liability, (should) relate to or affect conclusions about accuracy. One might ask, for example, 
whether it is logically justified to conclude that the more reliable an information source is, the 
higher the probability that a given report from that source is accurate. On the one hand, this 
may seem a plausible intuition. On the other hand, the well-known weaknesses of human rea
soning under uncertainty (Kahneman et al., 1982), especially when it comes to expressing uncer
tainty in terms of probability, give us ample reason to distrust our intuitions.6 In addition, there 
is limited guidance from a legal point of view because, at least in English law, there are no pre
scriptions regarding the credit to be given to information, such as particular categories of scien
tific evidence (e.g. Dennis 2017: 4–008). Overall, therefore, the logical relationship between 

1 For simplicity, the term expert evidence will be used in the remainder of this article.
2 Daubert v. Merrell Dow, 125 L Ed 2d 469; 113 S Ct 2786 (1993).
3 See also https://www.govinfo.gov/content/pkg/CDOC-118hdoc33/pdf/CDOC-118hdoc33.pdf (at p. 18, accessed 

22 December 2024).
4 https://www.legislation.gov.uk/uksi/2020/759/part/19 (accessed 22 December 2024).
5 See e.g. R v Dlugosz [2013] EWCA Crim 2.
6 As will be shown later in this paper, this intuition is indeed not warranted.
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reliability and accuracy does not seem to have an obvious answer, which makes it a relevant 
topic of investigation.

The purpose of this article is to address the relationship between reliability and accuracy using 
formal methods from systems engineering and probabilistic epistemology. Particular attention 
will be given to the notions of endogenous and exogenous source reliability (Bovens and 
Hartmann 2003), and their formal representation in terms of graphical probabilistic models, i.e. 
Bayesian networks (Cowell et al., 1999). This methodological choice will facilitate the logical 
extension of reliability considerations to the notion of accuracy.

This article is structured as follows. Section 2 reviews and compares common definitions of 
reliability and validity, which are often used synonymously. These definitions will serve to high
light areas where this article will develop alternative views. Sections 3–5 present and discuss the 
notions of endogenous and exogenous source reliability according to Bovens and Hartmann 
(2003), as applied here in the context of forensic science and law, and existing work in these 
fields.7 These notions are extended in Section 6 to the notion of individual report accuracy and 
its structural relationship to reliability. Bayesian networks are used to illustrate the structural re
lationship between reliability and accuracy and to examine the inferential properties of the pro
posed formal model. Section 7 concludes this article by discussing the results of the analyses 
presented in the previous sections in the light of ongoing debates about the sound and safe use 
of scientific evidence in the legal process.

2. Common accounts of reliability and validity
Commentators in the forensic science literature have noted that the term reliability is used in a 
variety of ways, creating confusion where there should be clarity. For example, Robertson et al. 
(2016) criticize that the term reliable ‘appears to have no fixed meaning’ (at p. 6), especially in 
ordinary language where it can be used to refer to several concepts, including but not limited to 
validity, accuracy, precision, sensitivity, and specificity (at 62). For this reason, the same authors 
suggest that the term reliability should be avoided (Robertson et al., 2016: 62). However, this 
advice seems of little help as the term continues to be widely used in legal literature and termino
logical clarity is key to effective communication between lawyers and scientists.

Fortunately, in its 2016 report, the PCAST Committee8 has been clear about its understanding 
of reliability and validity, and the relationship between these two concepts. The Committee has 
defined the reliability of a metrological method as the combination of the three properties of re
peatability, reproducibility, and accuracy (PCAST 2016: 47). On this basis, the Committee then 
went on to define scientific validity as being established when a ‘method has shown, based on 
empirical studies, to be reliable with levels of repeatability, reproducibility, and accuracy that 
are appropriate to the intended application’ (PCAST 2016: 48). The Committee further distin
guished between foundational validity and validity as applied. The former refers to a method 
that is considered reliable in principle.9 The latter, validity as applied, refers to the question of 
whether the examiner in the instant case properly applied the method. It is worth noting that the 
Committee did not intend these directions to be understood as opinions on legal standards (of 
admissibility), but only as ‘guidance concerning scientific standards for scientific validity’ 
(PCAST 2016: 4). More recently, Swofford et al. (2024) introduced the terms method perfor
mance and method conformance, which appear to be analogous to PCAST’s foundational valid
ity and validity as applied.

While these understandings are largely uncontroversial, a few comments are in order to high
light peculiarities and blind spots that will be explored in the remainder of this article. First, the 
above account of validity involves a subtle distinction between performance at the level of the 
method and performance at the level of the examiner. The investigation of these two dimensions 
of performance requires different means, to the extent that methods and examiners can reason
ably be investigated separately. This goes a long way towards dispelling the hope that 

7 For a discussion of endogenous and exogenous reliability in the context of the study of rational approaches to ar
gumentation, see Hahn et al. (2013).

8 Hereinafter referred to as the ‘Committee’.
9 “Foundational validity means that a method can, in principle, be reliable” (PCAST, 2016, at p. 56, emphasis as 

in original).
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concluding validity in actual cases can be reduced to a simple one-off assessment. Secondly, it is 
important to understand that the above account of validity is deeply rooted in an empirical per
spective. Indeed, the Committee insists on establishing validity through ‘empirical studies’ 
(PCAST 2016: 48), a view that has a long history in the legal literature, at least since the mid- 
1990s. More specifically, the argument goes, the validity of a method is to be examined through 
validity studies, whereas the demonstration of an examiner’s ability to apply a given method is 
based on proficiency studies or tests (e.g. Imwinkelried 1995; Koehler 2008).

So far, so good, one might think, but the focus of this empirical view is exclusively on perfor
mance measurement in the aggregate case. As noted by Cole (2006), a validation study yields an 
‘accuracy rate: latent print identification is accurate approximately such-and-such percent of the 
time’ (at p. 11, emphasis added). This alludes to the long-run arguments commonly associated 
in statistics with frequentism and its known limitations for case-specific inferential reasoning. 
The blind spot here is that an accuracy rate of this kind does not tell us, at least not directly, 
what credibility we should assign to testimony given in the case at hand. At the most fundamen
tal level, a rate is just a descriptive summary of data, i.e. the proportion of times a particular out
come has been observed in a series of events of interest. Without further argument, a summary 
statistic is far from an inferential conclusion. Sure, for what it’s worth, empiricism might suggest 
that conclusions about case-specific validity should be based on the trust that past performance 
under controlled conditions will safely extend to the present case. But such trust is fragile, as 
Imwinkelried (2020) notes, because it depends—among other constraints—on whether the in
stant case falls within the so-called range of validation of the method being offered. This opens 
up a host of further challenges, such as determining a range of validation and deciding whether 
or not a given case is covered by such a range.

All of the above observations are interrelated manifestations of the broader ‘Group to 
Individual (G2i) Challenge’ (Faigman et al., 2014), i.e. the question of what, if anything, general 
scientific knowledge (i.e. on the group-level) provided by experts allows courts to conclude in in
dividual cases. The fundamental nature of this challenge is underlined by the fact that it is not 
limited to the output of human experts, assisted or not by scientific methods and techniques. 
The problem also affects the AI output of many current machine learning approaches, which 
rely on performance assessment through test data and the calculation of standard metrics such 
as false positive and false negative rates (Lau and Biedermann 2020). Recently, a large group of 
artificial intelligence researchers have called for more attention to be paid to the limitations of 
such aggregate metrics for performance assessment in future research and policy development 
(Burnell et al., 2023).

This article argues that a missing piece in bridging the gap between validation data and case- 
based assessments is a conceptual framework. This contention is based on the observation that 
what the above accounts—particularly the PCAST Report—provided is a definition of the kinds 
of data that are necessary but not sufficient for case-based assessments, i.e. endorsing empiri
cism. However, these accounts are silent on other venerable traditions in epistemology, particu
larly rationalism. It is probably not surprising that the PCAST Report bypassed the latter, since 
questions about how to legitimate beliefs (e.g. about reliability) on the basis of reason are reput
edly more controversial than mere empirical questions with which the PCAST Report has al
ready encountered considerable resistance.

In light of these convoluted matters, the remainder of this article seeks to address the episte
mological gap surrounding the transition from aggregate case data to conclusions about the ac
curacy of reports provided by specialized witnesses in instant cases. The next two sections 
address this topic by presenting and discussing relevant notions from probabilistic epistemology, 
namely endogenous and exogenous (source) reliability, and analogous developments in the fo
rensic science literature.

3. Exogenously defined reliability
3.1 Preliminaries: generic statement of the problem
Consider a situation where a report is available from a human source, a machine (e.g. an AI- 
based system), or a combination of the two. The report consists of a statement about an 
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unknown fact (state of the world). For example, in the context of fingermark examination there 
may be a report stating that a certain number of corresponding features have been observed be
tween a fingermark found on a surface of interest and a print obtained under controlled condi
tions from the thumb of a person of interest (Champod et al., 2016). Here, the unknown state of 
the world is the actual existence of corresponding features between the items being compared. 
Note that the state of the world is considered unknown here because it is not directly observable 
by the receiver of the report. Note also that the real state of the world can be considered as a 
‘testable’ consequence of some higher-level proposition, such as whether or not the two com
pared items come from the same source. Another example, in the area of digital evidence, could 
be the report of charging data records (in terms of geographical location and time) as provided 
by mobile network operators, used in cell site analysis (Tart 2020). Here, the unknown state of 
the world is the actual past position of the mobile device at a given time, while the higher-level 
proposition could refer to the whereabouts of the owner of the mobile device.

Reports received in practice are potentially misleading in the sense that they may occur even 
though the respective ground truth state is not true. For example, fingermark examiners may re
port that they have observed corresponding features when in fact the two items being compared 
do not have corresponding features. A source of information that provides such less-than- 
perfect reports is called partially reliable. The next section presents and discusses a first model 
for accounting for source reliability in situations such as those described above. The terms 
‘reliable’ and ‘reliability’ are used in the sense in which they are understood in the academic liter
ature and not with reference to legal standards as mentioned in Section 1. In addition, unless 
otherwise stated, the term ‘source’ is used to refer to a source of information that issues a report, 
not to a source of physical or digital traces or materials.

3.2 A minimal model for exogenously defined reliability
In probabilistic epistemology, the most basic formal account of the reliability of a source of in
formation involves two variables, here called RP and F. The variable RP is binary and represents 
a report about a disputed fact or event F that is not directly observable by the person receiving 
the report. The variables RP and F are sometimes referred to as the report variable and the fact 
variable, respectively. Note that the focus of this article is on the processing of so-called positive 
reports, i.e. reports that affirm the occurrence of some fact or event F. Thus, the negation RP 
will not be examined in detail here. It is used generically to denote the absence of a report of 
type RP, i.e. either no report or a report that makes some other statement.

More broadly, the event F can itself be seen as a potential consequence of some higher-level 
proposition, commonly denoted H. This extends the basic model to ‘hypothesis testing’ (Bovens 
and Hartmann 2003), i.e. inference about hypotheses that cannot be directly investigated, but 
studied through measurable consequences. Thompson et al. (2003) discussed this view in the 
context of inference about the source of biological traces in forensic science. In their account, 
the report variable refers to a scientist’s report of an observed correspondence between the char
acteristics of materials of unknown and known origin. As anticipated in Section 3.1, the un
known and unobserved event is whether or not the compared materials actually have 
corresponding features. This variable, in turn, represents the testable consequence of the hypoth
esis that the compared items come from the same source. See also Koehler et al. (1995) for a sim
ilar development, and Thompson (2016) for an example on scientific assessment in national 
intelligence investigations.

Figure 1 shows a graphical representation of the relevance relationships between the three var
iables RP, F, and H (Taroni et al., 2004, 2006). Interpreted probabilistically, the model 

Figure 1. Graphical representation of the relevance relationships between the three binary variables RP, short for 
‘reported correspondence’, F, short for ‘the compared items have corresponding features’, and H, short for ‘the 
compared items come from the same source’.
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represents a Bayesian network (Jensen 1996; Cowell et al., 1999). In such a model, an edge from 
one node, called a parent node, to another node, called a child node, means that knowledge of 
or information about the proposition represented by the former node is relevant to the assess
ment of the truth or falsity of the proposition represented by the latter node. The probabilistic 
relationship between pairs of adjacent nodes is modelled in terms of probability tables, one for 
each node. For example, a child node with exactly one parent node has a table that specifies a 
probability for each combination of a state of the child node and a state of the parent node. 
Throughout this article, node probability tables will play a central role in defining and discus
sing the concepts of reliability and accuracy.

The structure shown in Fig. 1 is valuable because it allows one to distinguish the reliability of 
an information source from other aspects, such as feature selectivity (or, diagnosticity). The di
agnostic capacity of analytical features is modelled in terms of the conditional probabilities 
assigned to the node F, the event that the compared items have corresponding features. That is, 
the occurrence of corresponding features (event F) speaks to the proposition that the compared 
items come from the same source (H), rather than from two different sources (H), whenever 
PrðF jH; IÞ>PrðF jH; IÞ.10 The ratio of PrðF jH; IÞ and PrðF jH; IÞ, denoted VðF;H j IÞ, is well 
known in the forensic statistics literature as a measure of the value of knowledge of the event F 
for discriminating between the competing propositions H and H (e.g. Aitken et al., 2020), and 
similarly in legal literature (e.g. Friedman 2017). In medical literature, the event F can be inter
preted as a symptom that is, to some extent, indicative of a particular disease in a patient 
(event H).

It could be argued that the probabilistic structure H ! F models one form of reliability, 
i.e. feature reliability, interpreted in the following sense. A given corresponding feature combina
tion, event F, is an indicator of proposition H whenever VðF;H j IÞ>1. More generally, 
for real-world feature (or, symptom) types, PrðF jHÞ>0, so that F is only a partially reliable 
(i.e. imperfect) indicator of H. This makes intuitive sense, since for a feature configuration to be 
a perfect indicator of H it would have to never occur when H is false, i.e. PrðF jHÞ ¼ 0. Of 
course, these considerations are basic results in probabilistic reasoning, described in a wide 
range of literature. Nevertheless, the results are stated here because they provide a way of inter
preting reliability in formal terms, which serves as a basis for constructing various extensions in 
the rest of this article. Note that possible synonyms for feature reliability are feature selectivity 
and feature diagnosticity.

The above logic for feature reliability extends analogously to source or examiner reliability, 
represented here in terms of the probabilistic structure F ! RP. That is, the report RP given by 
an information source, which may be a measuring instrument with or without human involve
ment, is of value whenever PrðRP jFÞ>PrðRP jFÞ, i.e. the likelihood ratio VðRP;F j IÞ is greater 
than one.11 In forensic science literature, the probability PrðRP jFÞ has been referred to as the 
false positive probability fpp (Thompson et al., 2003). The term PrðRP jFÞ is the probability of a 
hit (e.g. Schum 1994) and is equal to one minus the probability of a ‘miss’, PrðRP jFÞ. Again, 
there is nothing spectacular or controversial here: the concepts and notation are widely used by 
advocates of the logical approach to evaluating scientific evidence.

However, challenges arise when trying to relate this formal framework to practical applica
tions. In particular, a crucial question that arises here is how to assign values to the conditional 
probabilities PrðRP jFÞ and PrðRP jFÞ. The answer to this question depends on how these terms 
are interpreted in an applied context. Two perspectives will be discussed here. Both invoke ter
minology that is on a slippery slope towards the notion of accuracy. That is, PrðRP jFÞ and 
PrðRP jFÞ are interpreted as expressions of the accuracy of the statement made by the source of 
information. The idea is to say that the greater (smaller) the probability that a source of informa
tion gives a report RP when the target event F holds (does not hold), the more accurate the 

10 The variable I represents other background and circumstantial information relevant to the assignment of proba
bilities, but is not explicitly represented as a node in the model. For simplicity, the variable I will be omitted from the 
notation in the remainder of this article.

11 We leave aside the case of awkward sources of information that work in the opposite way, i.e. when their report 
is more probable to occur when F is true than when F is true. An example of such a source of information would be a 
weather forecaster who is more inclined to announce rain when it will not rain than when it will. The report from such 
a source of information would still have some value, but simply not in the usual sense.
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source of information and hence the greater its validity. But how exactly is this account of accu
racy to be understood and evaluated?

One way is to take an empirical view. The obvious way to get quantitative assignments for 
PrðRP jFÞ and PrðRP jFÞ would be to look at how often the information source provides RP 
when in fact F or F holds, respectively. As noted in Section 2, relevant data for this purpose can 
be found in so-called validity or proficiency studies,12 which provide accuracy rates (Cole 
2006). However, this approach is not as straightforward as it may seem. Most importantly, ac
curacy rates are only summary statistics that characterize the aggregate case. Strictly speaking, 
they cannot be used directly as assignments for PrðRP j �Þ, because RP stands for a singular event, 
although these assignments can be used as proxies. The deeper point here is that a rate (or rela
tive frequency), i.e. a summary of data, is not a probability (Lindley 1985), although shortcuts 
to the contrary are widely found in practice and even in the scientific literature. At best, (relative 
frequency) data can inform, but not fully determine, the assignment of probability, unless one 
adheres to the frequentist interpretation of probability. The latter is not recommended, however, 
given the numerous conceptual and operational limitations of frequentism (Biedermann 2015; 
Biedermann and Vuille 2018; Taroni et al., 2018). But even if one accepts the simplistic defini
tion of probability as relative frequency, the assignment of probability may not be immediate, 
automatic or obvious. It is still necessary to justify that the case at hand can reasonably be 
regarded as an example of the types of cases included in the particular validity study, i.e. 
whether the present case falls within the range of experimental conditions that characterize the 
validity study. This requires an examination of what Imwinkelried (2020) has called the range 
of validation. And however that examination is conducted, it ultimately rests on a judgment that 
amounts to what Stoney has called, albeit for a slightly different purpose, a ‘leap of faith’ 
(Stoney 1991). In both theory and practice, this has proved to be the controversial bottleneck in 
the use of frequency data for assigning probabilities in individual cases. At one extreme, the dis
putes over coverage by the range of validation, i.e. the suitability of candidate data for the case 
at hand, can be seen as an instance of the contentious reference class problem (Roberts 2007). 
In one of its interpretations, this problem boils down to the view that the most appropriate data 
(i.e. reference class) for a given case is ‘the very event under discussion’ (Allen and Pardo 2007: 
109), leading to analysis paralysis.

Another limitation to bear in mind is that, strictly speaking, common proficiency studies do 
not provide information about PrðRP jFÞ, but rather about PrðRP jHÞ. Because proficiency or 
black-box studies collect examiners’ conclusions for comparison pairs known to come from ei
ther the same source or from different sources, the conditioning is on a pair of source-level prop
ositions H, not on the event of corresponding features F. However, it could be argued that 
experiments are designed so that same and different source pairs have, respectively, correspond
ing and non-corresponding combinations of features, so that data of the type RP jH can be as
similated to data of the type RP jF. But a definitional problem remains: mainstream black-box 
studies do not, strictly speaking, record reported correspondences, but rather the examiners’ di
rect opinions on source-level propositions, so-called identification conclusions, which makes it 
difficult to adapt the resulting data to the needs of specifying the formal model discussed here.

A second way of assigning values to PrðRP jFÞ and PrðRP jFÞ is to adopt a pragmatic position. 
It does not ignore the difficulties mentioned above, but argues that summary statistics derived 
from validation or proficiency studies—with design characteristics that may not exactly corre
spond to those of the case at hand—could at least provide an anchor for assessments in individ
ual cases.13 Thus, in order to avoid a dead end at the above hurdles, pragmatism in probability 
assessment seems essential if the epistemological account of reliability is to get off the ground in 
practical applications. That is, either one is able to articulate assessments for the key quantities 
of interest, despite the conceptual and practical obstacles, or one must accept that the reliability 
of the source of information remains undefined and that the information output cannot be used. 
This would amount to a case of uninterpretability (Biedermann and Kotsoglou 2022).

12 “A validity study is designed to measure the accuracy of a scientific technique” (Imwinkelried, 1995, at 
p. 1254).

13 For an example of a proponent of this view, see e.g. Koehler (2008): “the industrywide error-rate estimates pro
vide anchors or proxies for judgments about the risks of error in individual cases” (at pp. 1088–89).
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But beyond the practical challenge of pinpointing specific numbers or orders of magnitude, 
the structural properties of the exogenous reliability model are important at a more fundamental 
level. In particular, the model makes it clear that reliability is not a one-off assessment, but is 
decomposed into at least two14 levels of assessment. One of these levels accounts for the diag
nosticity (or, alternatively, the reliability or selectivity) of the features, and the other captures 
the performance of the operator or examiner.15

Another key aspect of the model is that it clarifies how the component assessments of reliabil
ity interact and together affect the probative value VðRP;H j IÞ. To reduce this expression to its 
essentials, consider the following simplifying assumptions. Given H, the probability of corre
sponding features F is close to 1, and hence F given H is close to zero. Given corresponding fea
tures, event F, the probability of a ‘miss’ (RP) is small, so the probability of RP given F, the 
sensitivity of the information source, tends to 1. Also, denote by γ the rarity of the corresponding 
features, PrðF jH; IÞ, and by fpp the false positive probability PrðRP jF; IÞ. The likelihood ratio 
VðRP; H; IÞ is thus simplified as follows (Thompson et al., 2003): 

V RP; H; Ið Þ ¼
PrðRP jF; IÞ
zfflfflfflfflfflfflfflffl}|fflfflfflfflfflfflfflffl{

!1

PrðF jH; IÞ
zfflfflfflfflfflfflffl}|fflfflfflfflfflfflffl{

�1

þ PrðRP jF; IÞ
zfflfflfflfflfflfflfflfflffl}|fflfflfflfflfflfflfflfflffl{

fpp

PrðF jH; IÞ
zfflfflfflfflfflfflffl}|fflfflfflfflfflfflffl{

�0

PrðRP j F; IÞ
|fflfflfflfflfflfflfflffl{zfflfflfflfflfflfflfflffl}

!1

PrðF jH; IÞ
|fflfflfflfflfflfflffl{zfflfflfflfflfflfflffl}

γ

þ PrðRP jF; IÞ
|fflfflfflfflfflfflfflffl{zfflfflfflfflfflfflfflffl}

fpp

PrðF jH; IÞ
|fflfflfflfflfflfflffl{zfflfflfflfflfflfflffl}

ð1 − γÞ

�
1

γþ fppð1 − γÞ
(1) 

This result shows that, contrary to what is widely suggested, the probative value of a report is 
not reduced to the inverse of the rarity metric of the corresponding features, but to a smaller 
value depending on the false positive probability. In particular, for types of evidence such as 
DNA, where values for γ in the order of one in a billion or much smaller are claimed, 
VðRP; H j IÞ is dominated by 1 over fpp.

4. Endogenously defined reliability
4.1 Preliminaries: the practical limitations of exogenously defined reliability
A key assumption in relation to the model discussed in Section 3 is that the performance charac
teristics of the information source, be it human, machine or a combination of the two, are 
known and fixed, or at least assignable based on available aggregate accuracy rates (e.g. from 
validation studies) for the purpose of the case at hand. Broadly speaking, these performance 
characteristics can be loosely assimilated to component metrics such as sensitivity and specificity 
used in the context of diagnostic tests. However, in many practical situations, detailed perfor
mance characteristics at this level of resolution are not available due to a lack of data from ap
propriate validation studies. This problem is not specific to forensic science, but is well known 
in the context of epistemology and philosophy of science. Researchers in these fields have pro
posed an alternative way of dealing with the question of reliability, based on so-called endoge
nously defined reliability (Bovens and Hartmann 2003). This perspective treats reliability in a 
more general way. An earlier presentation of this modelling approach can also be found in 
Bovens and Hartmann (2002), focusing on how to draw conclusions from the results of what 
they call ‘less than fully reliable (LTFR) instruments’ (p. 29). This section extends the notion of 
endogenously defined reliability and illustrates it in the context of forensic inference. The presen
tation here differs slightly from Bovens and Hartmann (2002) in that the focus is on the likeli
hood ratio of the output of the information source. Bovens and Hartmann (2002) focused on 
the degree of confirmation given by the difference between the posterior and the prior probabil
ity of the target proposition of interest.

14 Other authors, in particular Schum (1994), with his account of multiple attributes of credibility, argue for more 
fine-grained decompositions of more than two levels of assessment.

15 More generally, an information source can be a human, a machine or a combination of the two.
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4.2 A model for endogenously defined reliability
The main idea of endogenously defined reliability is to think about reliability in a broader sense. 
That is, instead of expressing performance characteristics with detailed assignments, such as the 
false positive probability in the model for exogenously defined reliability (Section 3), one makes 
an overall assessment of the reliability of the information source. Technically speaking, exoge
nously defined reliability amounts to fixed conditional probability assignments in the node prob
ability table of the variable RP (‘reported correspondence’), whereas the endogenous definition 
of reliability amounts to the introduction of a separate binary variable, here denoted R (short 
for ‘reliability’).16 As shown in Fig. 2, the variable R is introduced as a parent for the node RP. 
The rest of the model, in particular the network fragment H ! F, has the same definition as the 
model shown in Fig. 1, discussed in Section 3.

One way of thinking about the definition of the node R is to consider it in terms of the propo
sition that the information source is a truth-teller (Bovens and Hartmann 2003). Table 1 illus
trates what this means. Clearly, if the information source is fully reliable, then RP is true if F is 
true: PrðRP jR;FÞ ¼ 1. Similarly, a fully reliable information source would not report corre
sponding features if the compared items do not have corresponding features: PrðRP jR;FÞ ¼ 1. 
Conversely, if the information source is not reliable, then it is not informative about whether or 
not the items have corresponding features. That is, if R is true, then the probability of obtaining 
a report of corresponding features would be the same whether F or F is true: 
PrðRP jR;FÞ ¼ PrðRP jR;FÞ. Let this probability be denoted by α. The value to be assigned to α 
is not important at this stage. What is important at this point is that assigning a given value to α 
in the case of no reliability (R) implies that the likelihood ratio VðRP;fF;Hg jRÞ is 1. As an 
aside, note that Bovens and Hartmann (2002) refer to the information source under R as a 
‘randomizer’ (p. 33) and to α as the ‘randomization parameter’ (p. 33).

To complete the numerical specification of the model shown in Fig. 2, it is necessary to pro
vide probabilities for the root node R. Let PrðRÞ be denoted r for short. Furthermore, PrðRÞ is 
given by 1 − r. Broadly speaking, the probability r represents a person’s degree of belief in the 
proposition that the information source is reliable. This and all other probabilities used in this 
article are considered to be operationally defined (Lad 1996), following the work of de Finetti 
(e.g. 1937, 1939, 1974).17

Given the above definitions, it is possible to examine the likelihood ratio for a report RP with 
respect to different propositions of interest, taking into account uncertainty about the reliability 
of the information source. For example, consider the probative value of a report RP with respect 
to the proposition that the items being compared actually have corresponding features (F). 

Figure 2. Graphical representation of the relevance relationships between the binary variables RP, short for 
‘reported correspondence’, F, short for ‘the compared items have corresponding features’, H, short for ‘the 
compared items come from the same source’, and R, representing the reliability of the information source.

16 Such model structures have also been discussed in the context of forensic evidence. An example is given by 
Fenton et al. (2013). However, this example will not be pursued here because it uses different terminology, such as 
“accuracy” instead of “reliability”, which interferes with the deductive definition of individual report accuracy used 
later in this article (Section 6).

17 See also the discussion in e.g. Lindley (1982, 1985) on the primacy of probability theory over alternative con
cepts such as fuzzy logic.
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Based on the relevance relationships encoded by the model shown in Fig. 2, the likelihood ratio 
can be written and simplified as follows: 

V RP; Fð Þ ¼
Pr RP jF;Rð Þ
zfflfflfflfflfflfflfflfflffl}|fflfflfflfflfflfflfflfflffl{

1

Pr Rð Þ
zfflffl}|fflffl{

r

þ Pr RP j F;R
� �zfflfflfflfflfflfflfflfflfflffl}|fflfflfflfflfflfflfflfflfflffl{

α

Pr Rð Þ
zfflffl}|fflffl{

1 − r

Pr RP jF;R
� �

|fflfflfflfflfflfflfflfflfflffl{zfflfflfflfflfflfflfflfflfflffl}
0

Pr Rð Þþ Pr RP jF;R
� �

|fflfflfflfflfflfflfflfflfflffl{zfflfflfflfflfflfflfflfflfflffl}
α

Pr Rð Þ

¼
rþ α 1 − rð Þ

α 1 − rð Þ
: (2) 

At first sight, this result may seem cryptic. However, it can readily be seen that this likelihood 
ratio has intuitively reasonable properties. For example, suppose that the reliability is maximal: 
r¼ 1. In this case, the likelihood ratio is infinite. This result is a direct consequence of the ‘truth- 
teller’-properties specified in Table 1. That is, a reliable information source (i.e. R is assumed to 
be true) is one that is assumed to never report RP when F is the case: PrðRP jR;FÞ ¼ 0. In such a 
situation, the likelihood ratio is entirely determined by the first two rows of probabilities in 
Table 1. In other words, the case where F is true is the only situation in which a reliable informa
tion source (proposition R) will report the observation of corresponding features (RP). 
Conversely, if the information source is assumed to be completely unreliable, i.e. r¼ 0, then 
Equation (2) reduces to α=α¼ 1. As mentioned above, this can also be read directly from 
Table 1. If R is true, then the likelihood ratio is entirely determined by the probabilities given in 
the last two columns. Thus, in the two extreme cases of R being true or false, there is no need to 
inquire about what value to assign to α.

However, the likelihood ratio VðRP;FÞ is of rather limited interest. When we receive an 
expert’s report that corresponding features have been observed (proposition RP), we are less in
terested in what such a report can tell us about whether or not the compared items actually have 
corresponding features (proposition F) than in what such a report can tell us about whether the 
compared items come from the same source (proposition H). The latter question requires the 
likelihood ratio VðRP;HÞ. Nevertheless, clarity about the analytic form and properties of 
VðRP; FÞ is helpful in extending the considerations to VðRP;HÞ.

The likelihood ratio for a report RP with respect to the source-level propositions H and H is 
somewhat more complex, because it takes into account uncertainty about both propositions R 
and F: 

VðRP; HÞ ¼

P
R;F PrðRP jR;FÞPrðRÞPrðF jHÞ

P
R;F PrðRP jR;FÞPrðRÞPrðF jHÞ

:

Using the notation and probability assignments introduced so far in this article, this likelihood 
ratio can be simplified to: 

VðRP; HÞ ¼
rþ αð1 − rÞ

rγþ αγð1 − rÞþ αð1 − rÞð1 − γÞ
: (3) 

Table 1. Conditional probabilities assigned to the binary variable RP, representing the report of an information 
source, depending on the variables R, the reliability of the information source, and F, the proposition that the 
compared items have corresponding features.

R R

F F F F

RP 1 0 α α
RP 0 1 1− α 1− α
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Similar to what was considered above in relation to Equation (2), it is possible to examine se
lected situations. For example, suppose that the information source is completely reliable 
(r¼ 1). In such a situation, VðRP;HÞ reduces to 1=γ, a well-known form of the likelihood ratio 
for forensic inference of source problems (e.g. Evett and Weir 1998; Robertson et al., 2016). 
This makes sense, because if the source of information is fully reliable, then, as seen when exam
ining the properties of (2), obtaining the report RP that the compared items have corresponding 
features implies that proposition F is true, i.e. that the compared items do indeed have corre
sponding features. In turn, the value of the information that F is true with respect to the proposi
tion H that the compared items come from the same source is given by the source-level 
likelihood ratio of 1=γ. In other words, for a fully reliable information source, the likelihood ra
tio depends only on the diagnosticity of the features.

In summary, the reliability node R ‘regulates’, so to speak, the effect of the report variable RP 
with respect to the nodes F (‘the compared items have corresponding features’) and H (‘the com
pared items come from the same source’). A report RP will at best provide a likelihood ratio 
that is the inverse of the rarity of the corresponding features if the report comes from a fully reli
able source.

5. Comparison between the models for exogenously and endogenously 
defined reliability
5.1 Structural and definitional properties
The models of exogenously and endogenously defined reliability presented in Sections 3 and 4 
differ in the way they deal with the inferential step of going from an information source’s report 
that a pair of compared items have corresponding features (RP) to the proposition that the com
pared items actually have corresponding features (F). As shown in Fig. 3, this inference step is 
taken care of by the lower part of the two models. This part is concerned with the ability of an 
examiner (or instrument) to correctly recognize some aspect of the real world. In other words, 
the focus here is on the reliability (or: diagnosticity) of the examiner (or instrument). This aspect 
is to be distinguished from the capacity—or: selectivity (diagnosticity)18—of the features. It is 
modelled by the network fragment H ! F, which is the same in both models. Feature selectivity 
characterizes the potential of the features to discriminate between the target propositions (here: 
whether the compared items come from the same source).

Figure 3. Comparison between the graphical models for (a) exogenously defined reliability (Section 3) and (b) 
endogenously defined reliability (Section 4). The nodes RP represent the proposition ‘the information source 
reports that the compared items have corresponding features’, the nodes F represent the proposition ‘the 
compared items have corresponding features’, and the nodes H represent the proposition ‘the compared items 
come from the same source’. The node R represents the reliability of the information source. All nodes are binary.

18 Broadly speaking, feature selectivity or diagnosticity can be viewed as a function of the rarity of the features in 
the population of interest: i.e. the less common a feature or combination of features is, the more valuable it is in helping 
to discriminate between competing propositions regarding the source(s) of a pair of items being compared.
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5.2 A side note on black-box studies
The models discussed in this article are, in a sense, minimal models, because the chain of reason
ing between the nodes RP and H can be further broken down into a variety of intermediate con
siderations. Schum (1994) discusses how this can be done by considering different attributes of 
the credibility of an information source. Nevertheless, the models discussed here are still more 
sophisticated than the level of resolution underlying the currently widely promoted idea of fo
rensic black-box studies. As briefly mentioned in Section 1, in such studies ‘many examiners ren
der decisions about many independent tests (typically, involving ‘questioned’ samples and one 
or more ‘known’ samples) and the error rates are determined’ (PCAST 2016: 5, 6). Structurally, 
this amounts to a basic two-node network fragment of the type H ! RP0, which represents a 
simplified instance of the model for exogenously defined reliability. Here, while H has the same 
definition as in the models shown in Fig. 3, the node RP0 is defined as the examiner’s reported 
identification conclusion, i.e. a statement about whether (the examiner thinks) the items being 
compared came from the same source. Note that this differs from the definition of RP used so 
far in this article, which is limited to an examiner’s report of the mere observation of corre
sponding features between the compared items. In particular, note that a graphical model of the 
type H ! RP0 for black box study data represents a shortcut approach: there are no intermedi
ate steps in going from an expert’s report (RP0) to a source conclusion (H). In particular, the se
lectivity of the features of the examined evidential material is completely ignored. The result is a 
fundamental shift in emphasis. The focus is no longer on the selectivity, and hence the probative 
value, of the features of the examined physical items of evidence, coupled with considerations of 
examiner/instrument performance. Instead, the focus is boiled down to the expert’s utterance 
alone, and the diagnosticity of that utterance with respect to the source-level propositions, re
gardless of how selective the features of the examined items are. This amounts to feature agnos
ticism, because one would assign the same probative value to all expert utterances of 
identification. The result may be an over- or under-evaluation with respect to the informative 
value derived from the selectivity of the observed features, as well as a misrepresentation of the 
performance of those examiners who deviate from the average.

5.3 Analytical properties
From what has been discussed so far in this article, the two models for exogenously and endoge
nously defined reliability reflect two different perspectives. The model for exogenously defined 
reliability (Section 3) allows one to assign probabilities for well-defined events, such as the prob
ability of a false positive (Thompson et al. 2003), especially when data are available from studies 
of expert performance. The model for endogenously defined reliability (Section 4), on the other 
hand, provides a way of characterizing reliability more broadly, i.e. without going into detailed 
assessments such as the probability of a false positive. Instead, it treats reliability as the general 
proposition that the source of information is a truth-teller (Bovens and Hartmann 2003).

While these definitional and structural differences lead to different expressions of the likeli
hood ratio (see Equations (1) and (3)), used to quantify the probative value of an expert’s report, 
the two models do not necessarily behave differently in all cases. For example, it has already 
been noted in previous sections that, in the case of a completely unreliable source of informa
tion, both models lead to the reasonable result of a likelihood ratio of 1. In the optimal case, 
both models lead to a likelihood ratio bounded by the inverse of the rarity of the corresponding 
features. This raises the question of how the two models compare more generally.

One way of doing this, in addition to examining extreme cases as in the previous sections, is 
to study model behaviour through sensitivity analysis. This is particularly important for the 
model for endogenously defined relevance because it requires a probability that seems difficult 
to assign: the so-called randomization parameter α. Assigning a value to α amounts to asking 
what our probability is that an information source known not to be a truth-teller will issue a re
port RP. This is a difficult task because it is not clear how one could even think of an experiment 
to generate data that could help assign such a probability, not least because the event to which 
the assignment refers is unique and therefore unrepeatable.

For the sensitivity analysis of the model for endogenously defined relevance, suppose that the 
rarity term of the corresponding features is γ ¼ 0:05. The probability of reliability r is varied 
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between 0 (the information source is completely unreliable) and 1 (the information source is 
completely reliable). For the randomization parameter α, the following assignments are chosen: 
0.001, 0.01, 0.1, 0.5, 1. Figure 4a shows the likelihood ratio as a function of PrðRÞ for different 
values of α. Clearly, for a perfectly reliable information source (PrðRÞ ¼ 1), the likelihood ratio 
VðRP; HÞ is 1=γ ¼ 20, regardless of the value of α. However, for less than perfectly reliable infor
mation sources ðPrðRÞ<1Þ, the likelihood ratio is lower the higher the value of the randomiza
tion parameter α. Again, this property is plausible because the higher the tendency of an 
unreliable source to report RP, the less diagnostic a report RP becomes. In particular, for very 
low values of α, such as 0.001 shown in Fig. 4a, the likelihood ratio may still be close to the up
per bound of 1=γ even when the probability of reliability is low.

Compare these results with a sensitivity analysis for the model where reliability is defined ex
ogenously. Again assume that the rarity term of the corresponding features is γ ¼ 0:05. 
Figure 4b shows the likelihood ratio VðRP;HÞ as a function of the false positive probability 
PrðRP jFÞ, i.e. the probability that the information source reports RP (the observation of corre
sponding features) even though the items been compared do not have corresponding features 
(F). A likelihood ratio of 1 is obtained in a case where the false positive probability is maximal 
(i.e. PrðRP jFÞ ¼ 1). Conversely, the likelihood ratio reaches the upper bound of 1=γ ¼ 20 when 
the probability of the information source issuing a false positive report is zero (PrðRP jFÞ ¼ 0).

Interestingly, the likelihood ratio curve for α¼ 1 in Fig. 4a is a perfect mirror image of the 
curve in Fig. 4b. That is, the effect of the probability of reliability in the model for endogenously 
defined reliability (when α¼ 1) is the inverse of that of the false positive probability in the model 
for exogenously defined reliability: i.e. a high (low) probability of reliability affects the likeli
hood ratio in exactly the same way as a low (high) false positive probability.

This parallel between the models for exogenously and endogenously defined reliability can be 
demonstrated formally. One can take Equation (3), the likelihood ratio derived from the model 
for endogenously defined reliability, set α¼ 1 and simplify to obtain: 

VðRP; HÞ ¼
1

1 − rð1 − γÞ
:

Next, one can replace r with 1− fpp and rearrange the terms in the denominator to obtain 
Equation (1), the likelihood ratio derived from the model for exogenously defined reliability. In 
summary, therefore, Equations (1) and (3) are equivalent when r¼ ð1− fppÞ and α¼ 1.

Figure 4. Sensitivity analyses for the likelihood ratio VðRP ;HÞ using the model for (a) endogenously defined 
reliability and (b) exogenously defined reliability. The rarity term of the corresponding features γ was set to 0.05. (a) 
shows the likelihood ratio as a function of the probability of reliability and for different values α of the randomization 
parameter. (b) shows the likelihood ratio as a function of the false positive probability.
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6. Accuracy in the instant case and the accuracy fallacy
The two models of reliability discussed in Sections 3 and 4 can serve as a basis for approaching 
the notion of the accuracy of an individual report provided in a particular case, and for clarify
ing the functional relationship between this notion and reliability. Note that the notion of indi
vidual report accuracy developed here differs from the notion of accuracy in the aggregate case, 
which the PCAST report considers to be a component of reliability. Indeed, the PCAST report 
(PCAST 2016) defines ‘accurate’ to mean that, ‘with known probabilities, an examiner obtains 
correct results both (1) for samples from the same source (true positives) and (2) for samples 
from different sources (true negatives)’ (p. 47). In turn, the PCAST defines ‘reliability’ as 
‘repeatability, reproducibility, and accuracy’ (p. 47). These definitions characterize a method or 
an examiner in general terms, which may be helpful during admissibility proceedings. However, 
these definitions do not address the question of what exactly one should conclude once a method 
or examiner has been deemed reliable enough to be admitted and a report has been provided. 
More specifically, when one receives a report from an information source for which accuracy 
rates are available, a crucial question of interest may be how sure one can be that the report 
aligns with the respective ground truth, i.e. that it is accurate in the case in question. 
Unfortunately, aggregate case accuracy does not answer this question. To equate the two would 
be to fall into what might be called the ‘accuracy fallacy’.

Accuracy in the instant case, as understood here, refers to the congruence between the propo
sition RP, the report of a correspondence, and the unknown state of nature F, the fact variable 
(i.e. the ground truth state), to which the report refers. This understanding can be illustrated by 
adding an extension to the graphical models developed in the previous sections. Specifically, let 
A denote the accuracy of a report RP with respect to F. A report RP is certainly accurate if F is 
true. Therefore, PrðA jRP;FÞ ¼ 1. This reflects the understanding that RP and F together logi
cally entail accuracy. Conversely, a report RP is not accurate, A, if F holds: PrðA jRP;FÞ ¼ 1. 
This also implies that PrðA jRP;FÞ ¼ 0. Table 2 gives a summary of all conditional probability 
assignments for the variable A.

It is immediately apparent that the notion of individual report accuracy, denoted A here, dif
fers from the classical (diagnostic) performance metric of sensitivity. The latter is defined as the 
proportion of test cases where F holds and the information source produced the statement RP. It 
is also sometimes used as a proxy for the so-called hit probability PrðRP jFÞ. The two should not 
be confused. More formally, the inequality can be written as PrðA jRPÞ 6¼ PrðRP jFÞ.19 But if the 
probability of an individual report being accurate is not the same as the hit probability, what 
is it?

To clarify this issue, some further comments on the above distinction are in order. First, note 
that the probability of individual report accuracy PrðA jRPÞ is conditioned on knowing RP, 
while not knowing F. The opposite is true for the hit probability PrðRP jFÞ, which is conditioned 
on F. Secondly, given that F is generally not known, the probability of report accuracy can be 
further developed and simplified, using values defined in Table 2, as follows (omitting informa
tion I for simplicity): 

Table 2. Conditional probabilities assigned to the binary variable A, the accuracy of a report RP regarding the 
occurrence of a statement regarding a fact variable F.

RP RP

F F F F

A 1 0 0 1
A 0 1 1 0

19 Note that the two terms are formally different, but numerically they can take the same value under certain condi
tions (i.e. probability assignments).
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PrðA jRPÞ ¼ PrðA jRP;FÞ
|fflfflfflfflfflfflfflfflffl{zfflfflfflfflfflfflfflfflffl}

1

PrðF jRPÞþ PrðA jRP; FÞ
|fflfflfflfflfflfflfflfflffl{zfflfflfflfflfflfflfflfflffl}

0

PrðF jRPÞ

¼ PrðF jRPÞ:
(4) 

This result states that the accuracy of a report is equal to the posterior probability that the 
fact variable is true, given knowledge of the report RP. This probability is given by 
Bayes’ theorem: 

PrðF jRP; IÞ ¼
PrðRP j F; IÞPrðF j IÞ

PrðRP jF; IÞPrðF j IÞþ PrðRP jF; IÞPrðF j IÞ
(5) 

Equation (5) shows that the probability of F given RP, and hence the accuracy of RP, depends 
not only on what is known about F based on other information I (prior to learning RP), but also 
on the performance metrics of the source of the report RP, in particular the hit probability 
PrðRP jF; IÞ and the false positive probability PrðRP jF; IÞ. This shows that the probability of in
dividual report accuracy PrðA jRPÞ is not the same as the hit probability (or, sensitivity), 
PrðRP jFÞ, but is a function of it.

Note that PrðA jRPÞ ¼ PrðF jRPÞ is not an initial assumption, but an insight derived from 
other, more basic assumptions about the structural dependencies among the key variables A, 
RP, and F. Note also that although assessing individual report accuracy (Equation (4)) may 
seem to be merely a matter of using Bayes’ theorem to find the posterior probability of the 
ground truth variable F (Equation (5)), this does not lead back to the use of aggregate case data 
(i.e. relative frequencies). Equation (5) does not primarily ask for aggregate case data, but rather 
for probabilities for single, non-repeatable events, such as the hit probability PrðRP jFÞ. Relative 
frequencies merely inform probability assessment, but do not define them (Lindley 2006).

The above distinction between PrðA jRPÞ and PrðRP jFÞ is of value in avoiding a presumably 
common logical fallacy, which may be called the accuracy fallacy. This fallacy consists in incor
rectly concluding that a case-specific report RP from an information source with a high hit prob
ability (i.e. sensitivity) is necessarily highly accurate, because it is (incorrectly) assumed that 
PrðRP jFÞ is equal to PrðA jRPÞ.20 Informed readers will recognize this fallacy as closely related 
to the false positive fallacy described by Thompson et al. (2003). The false positive fallacy also 
leads to a false conclusion of high report accuracy, but based on a low false positive probability. 
That is, it is assumed that 1− PrðRP jF; IÞ equals PrðF jRP; IÞ, and therefore, in the context of 
this article (Equation (4)), PrðA jRP; IÞ.

To illustrate the above elements, it is helpful to present a numerical example based on an ex
tension of the graphical model described in Fig. 1. The extension consists in the addition of a 
node A representing accuracy. Recall that the variable A monitors the congruence between the 
variables PR and F, as defined in Table 2. This interpretation of the notion of accuracy implies 
that the node A has arcs coming from PR and F respectively, as shown in Fig. 5a.21 For the pur
pose of illustration, consider a hit probability PrðRP jF; IÞ of 0.9 and a false positive probability 
PrðRP jF; IÞ of 0.05. For the fact variable F, make the reasonable assumption that it is certain 
that the items being compared have corresponding features if they come from the same source: 
PrðF jH; IÞ ¼ 1. In the case where the items being compared come from different sources, H, the 
probability of occurrence of corresponding features, PrðF jH; IÞ, is assigned as γ ¼ 0:01. Finally, 
again for illustrative purposes, consider prior probabilities of PrðH j IÞ ¼ 0:1 and PrðH j IÞ ¼ 0:9 
for the proposition that the compared items come (do not come) from the same source.

Using these assignments in Equation (5), one obtains the posterior probability of the fact vari
able F, and hence the probability of accuracy A, given the report RP, as 
ð0:9×0:109Þ=ð0:9×0:109þ0:05×0:891Þ ¼ 0:6877. Here 0.109, the value for PrðF j IÞ, is 
obtained as 

P
H PrðF jH; IÞPrðH j IÞ. This example thus shows that although the hit probability, 

PrðRP jF; IÞ, is qualitatively high (here: 0.9), the accuracy of the report RP is considerably 
20 Note that, according to Equation (4), PrðA jRPÞ is not equal to PrðRP jFÞ, but to PrðF jRPÞ.
21 Note that such a node A could also be added to the alternative model for reliability presented in Section 4, which 

treats the notions of reliability and accuracy endogenously.
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lower, i.e. less than 0.7. The reason for this is that the initial probability that the fact variable F 
is true, PrðF j IÞ, is rather low (i.e. about 0.1). As an aside, note also that the probability of accu
racy, PrðA jRP; IÞ, cannot be derived directly from the false positive probability, 
PrðRP jF; IÞ ¼ 0:05, e.g. as 1− 0:5¼ 0:95, since this would amount to the false positive fallacy 
(Thompson et al., 2003).

In summary, then, there are two sides to the notion of accuracy that must not be confused. 
The first is the probability of obtaining a report RP if what one is trying to prove is true, i.e. the 
fact variable F. This notion of accuracy is also known as the hit probability PrðRP jF; IÞ. In other 
words, here F is fixed and one is thinking about the occurrence of RP. The higher the probability 
of obtaining a report RP when F is true, the more accurate the information source is said to be. 
Note that PrðRP jF; IÞ is a fixed, case-specific and exogenously defined assignment. The second 
side of the notion of accuracy in the model discussed here is the probability of accuracy A of a 
report RP when it is not known whether the fact variable F is true. Here RP is known but F is 
not. The accuracy of RP is not a fixed assignment, but is defined deductively, depending on all 
information relevant to the fact variable F other than RP.

The bottom line of the above distinction is thus that the probability that an information 
source accurately reports RP when F is true is not the same as the probability that a report RP, 
once obtained, is accurate when one does not know whether F is true. In practice, the former 
type of accuracy is a necessary assignment to be made by anyone who wishes to use the output 
RP of an information source. The latter type of accuracy is not directly assigned, but is—in 
part—a function of the former.

7. Discussion and conclusions
One of the oldest and most persistent concerns about the use of external sources of information 
in legal contexts, particularly the use of specialized (‘expert’) witness opinion testimony, is the 
alignment of the content of expert testimony with ground truth. This concern naturally arises 

Figure 5. Extension of the Bayesian network shown in Fig. 1, constructed in Python using aGrUM/pyAgrum 
(version 0.20.2, https://agrum.gitlab.io, see also Ducamp et al. (2020)), by adding a node A, representing accuracy 
(as defined in Table 2): (a) network structure, (b) initial state of the Bayesian network using probability assignments 
as given in the main text, (c) state of the Bayesian network after instantiation of the node RP to RP.
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from the aspiration of trials to ensure factual accuracy (Allen 2013). In recent years, concerns 
about the accuracy of expert testimony appear to have increased with the emergence of novel 
algorithms, methods and systems, some of which are commonly and collectively referred to as 
artificial intelligence (AI).

The interaction between humans and machines in the production of expert testimony raises 
several interrelated questions. From a purely procedural and descriptive perspective, an immedi
ate question is how contemporary legal systems accommodate expert witness opinion testimony, 
especially when it is machine-based (or AI-informed). While helpful in addressing technical 
aspects of actual proceedings, such as the admissibility of proffered expert opinion, such inqui
ries are of limited help in addressing the inferential questions that factfinders face once admissi
bility has been granted. Mechanisms for reaching decisions on the admissibility of experts, such 
as those found in systems in the common law traditions, thus lead to a void in the sense that 
they provide no guidance as to how to conceptually process—i.e. weigh—an opinion that has 
been deemed admissible. However, questions of inference are important from both a theoretical 
and a practical point of view, and include the following: How should the trustworthiness of ex
pert witnesses be understood—conceptually? Does such an understanding vary according to the 
category and nature of expert witness testimony, e.g. whether it is AI-based or not? What if it is 
integrally reduced to AI output? How, if at all, can an assessment of the trustworthiness of an 
expert inform an assessment of the accuracy of an individual report in the case at hand? The 
developments in this article shed new light on these questions.

With regard to probabilistic approaches to the notion of information source reliability, this ar
ticle reviewed the models for exogenously and endogenously defined reliability (Bovens and 
Hartmann 2003) from a novel perspective, uncovering hitherto undiscussed analytical relation
ships between them. While the traditional literature in probabilistic epistemology has analysed 
and compared models of exogenously and endogenously defined reliability in terms of formulae 
for posterior probabilities of propositions of interest, the account given here has focused on the 
likelihood ratio. The analyses carried out here have shown that, under certain well-defined 
assumptions, the two accounts lead to identical results despite structurally different start
ing points.

A further main result of the analyses proposed in this article is the conceptual clarification of 
the latent difference between two distinct assessments: on the one hand, the general trustworthi
ness of an information source (here: an expert) and, on the other hand, the accuracy of a case- 
specific output produced by an information source (here called ‘expert output’). The two are not 
the same, but in both legal scholarship and practice they often appear to be intertwined or even 
equated. The mainstream heuristic, simply put, seems to be that if a source of information is 
considered trustworthy in the aggregate, so should its individual output (i.e. be considered truth
ful). However, it is well known—as the inversion fallacy (Diaconis and Freedman 1981)—that 
this intuition does not translate into probabilistic terms in a straightforward way: if there is a 
high probability that an information source reports ‘A’ when ‘A’ is true, this does not imply that 
‘A’ is (probably) true when the information source reports ‘A’.

This article contributes to the clarification of this inferential problem by separating the accu
racy of an individual report from what has so far been treated exclusively in terms of the (poste
rior) probability of the target proposition of interest. The graphical model described here defines 
report accuracy as a separate Boolean variable, defined deductively as a function of both the re
port and the actual ground truth. Although the result is computationally unsurprising in the 
sense that the probability of accuracy (i.e. agreement with the ground truth) is equal to the prob
ability of the target proposition of interest, the value of the model is to show why the latter prob
abilities cannot be derived directly from empirically defined performance measures, such as the 
widely used standard statistics of false positives and false negatives. Instead, the accuracy of in
dividual reports is closely related to (i.e. depends on) the beliefs held by the recipient of expert 
information based on other elements of the case. In this respect, legal provisions are rightly prag
matic in the sense that they recognize the accuracy of individual reports as an empirically inac
cessible concept. More specifically, it can be seen that legal provisions dealing with the concept 
of reliability in terms of aggregate measures of source performance rely on an empirical proxy 
for the accuracy of individual reports.
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Overall, the above findings contribute to ongoing debates about reliability by showing that 
the conventional paradigm of empirical testing, widely used in forensic science and AI disci
plines, while valuable, is not sufficient to address the judiciary’s primary concern about the accu
racy of individual reports—whether produced by a human, a machine, or a combination of the 
two. These subtle conceptual properties of individual report accuracy thus limit our practical 
ability to know, let alone control, the extent to which accuracy can be taken for granted in ac
tual cases.
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